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Esempio: Pressa per cuscinettl

Valutazione del rischio
Secondo EN ISO 14121
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Valutazione del rischio

| EﬂHazard assessment following EN 1050 ! &li"ﬂ
Yaluation Crass—-references.l 1. Limit of the rrachine: |use limits
Display: |Yes thazard ocours) LI 2, Hazard ocours: Mevee MArng AT Possibly
Ela'g use fimits 3. Hazard location: | =|"E

Elﬁg Crushing hazard
B Pressing Zone

--[[@ Foreseeable misuse (1) 4. Phase of the machinery life: =
Commissioning, adjustmants (2)
Maintenance (5)

2| =|E|
Troubleshooting (31 4, Hazard description: ﬂ@lrgi

|PressingZﬂne

[ ormal operation

Cleaning (4) Crushing of lirmbs by the die

Teaching, prograrmming (3) {Due to manual intervention -hurman reaction- while machine still runs)
({algk 1)

[ Malfunctioning (1)

B Entanglement hazard B. Measures: Bla=l#
Risk |

L]"'/ﬂ Stabhbing or puncture hazard

Type
Bl Unexpectad starkup s Lightcurtain (A0P DY witch 1 4mm resolution E"% I B ;l
e

- Pressing Zone L R =]
-9 time limits
E-¥ space limits

—

41 i3
|1.1 Crushing hazard

Mechanical hazard due to ;l
- crushing

=l 7. Bafety achieved I Close |
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Funzione di sicurezza

SF:

Il movimento del cilidro deve essere

fermato quando il campo protetto

della barriera viene infranto
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Riduzione del rischio

Analisi del rischio '

v

-. Determinare il PLr ' "

v

Realizzazione tecnica della S

Valutazione del PL

non ok
Verifica del PL

non ok

Validazione della SF
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Determinazione del PLr

PL — Performance
rischio Level richiesto

basso
P ‘ a S: Gravita del danno
F > e
1 P S1: Reversibile
S | S2: irreversibile

P, b
F .
Start |2_ P, F: Frequenza o tempo

> di esposizione
P, C al rischio
F. F1: Rara / Breve
Sz 2 F2: Continua / Lungo

F, P: Possibilita di evitare

il rischio o di

€ limitare il danno

rischio P1: Possibile

elevato P2: Scar;arnente
possibile
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Progettare Il sistema di sicurezz
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Partl relative alla sicurezza
sistemi di controllo

SRP/CS 1 SRP/CS 2 SRP/CS 3
Barr.lera | Logica di Attuatore
\ ottica controllo
Fisico elettrico elettrico fisico
PL1, = PL ,d" PL2, = PL ,d" PL3, = PL ,d"

,2Jna funzione di sicurezza puo essere composta da uno o piu SRP/CS,
e piu funzioni di sicurezza possono utilizzare gli stessi SRP/CS “
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Determinare Il PL per SRP/CS

PL
Performance Level

DC CCF erific

AFFIDABILITA
DIAGNOSTICA
RESISTENZA

<
o
)
-
u
)
o
-
7))

PROCESSO

FEDERAZIONE NAZIONALE H
IMPRESE ELETTROTECNICHE w AssoAutomazione
FEDERAZIONE . .
s CONFINDUSTRIA Associazione lItaliana
DAL 184S IL URLORE DELLINNDOURZIDNE Automazione e Misura




Aspettl strutturali

PL
Performance Level

DC CC

STRUTTURA
AFFIDABILITA
DIAGNOSTICA
RESISTENZA
PROCESSO

l eriflc
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Circuito di stop di sicurezza

SRP/CS 1 SRP/CS 2 SRP/CS 3

- o,
L, H Lo,
Categoria 4 Categoria 4 Categoria 1

PL1, = PL ,d" PL2&Pl .d PL3, = PL ,d"
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Aspetti di affidabilita

PL
rformance Level

CCF' erific

Categor

AFFIDABILITA
DIAGNOSTICA
RESISTENZA

<
x
o
-
=
-
o
-
p)

PROCESSO
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Relazione MTTF e Categoria con

...................................................

-----------------------------------------

(o)

...................................................

------

.........................................

.......................................................................

()

x MTTF, = basso

Performance Level (PL)
()

|| MTTR, = alto

|:| MTTFd A

------------------

...........................................

------

.................................

BE . O 0 Passo medioJ

Category B 1

basso medio alto
\ _J

Ve

2

&
3

4
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Circuito di stop di sicurezza

SRP/CS 1 SRP/CS 2 SRP/CS 3

y
v= escesecesecssecmsecefpy
Categoria 4 Categoria 4 Categoria 1
PL1, =PL ,d° PL2, = PL ,d° PL3, = PL ,d°
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Struttura alternativa

Categoria2

Input a Qutput )
I Signal L Signal 0

2 Switch-Off Path

TE |-=-=--> OTE

orIndication Path

.Per categoria 2: freq. Della richiesta £ 1/100 -freq. Di test"
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Struttura alternativa

Categoria 3, 4

IIIII EMomtomng
|1 S\gﬁ L1 CS)‘ugtnp:II ) 01
~ o Monitoring
"’i 2 =l 12 [€S ] o2
. ay —>

\ d’k"
qv

,Corto circuito controllato da un PLC di sicurezza“
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Relazione MTTF e Categoria con

a
/_T ........................................................................................................................................................................
3
i) b
)
L P O SRR PSS U N FEOSRROI NV SO
)
-l
SR C
C
R s coes U | W . W ———
=
...Q; d }. MTTF, = basso
o D MTTE, = medip s e R v e

5

D MTTF, = alto
DC.g O O basso medip basso  medig alto
Y Y

Category B 1 2 3 4
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Calcolo di MTTF

ISO 13849:
B104 = 20.000.000 Cicli di commutazione

Assumendo che:

C = 60 /h
dop =220 d/a
he = 8h/d

MTTF, =0t
010h,,
MTTF, = ot
01Ld,, Ch,, [C
20000000

¢ 0102209, B, BOY

MTTF, =100a

MTTF, = ,alto"
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Aspetti di diagnostica

%

DV
T

Perform: 1.

) @
DC

Categor

STRUTTURA
AFFIDABILITA
DIAGNOSTICA
RESISTENZA
PROCESSO
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Diagnostic coverage

Ay, Percentuale di guasti pericolosi non rilevati

Ay Percentuale di guasti pericolosi

N

Ayg Percentuale di guasti pericolosi rilevati
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Stima del DC

Table E.1 — Abstract: Estimates for diagnostic coverage (DC)

Measure DC

Input Cyclic test stimulus by dynamic change of the input 90%
signals

Input Plausibility check, e.g. use of normally open and 99%
normally closed mechanically linked contacts

Input Monitoring some characteristics of the sensor 60%

(response time, range of analogue signals, e.g.
electrical resistance, capacitance)

Input Cros monitoring if inputs without dynamic test 0%..99% (dependig on
signal change frequency)
Logic Dynamic principle (all components of the logic are 99%

required to change the state ON-OFF-ON when the
safety function is demanded), e.g. interlocking
circuit implemented by relays

Logic Processing unit: Self test by software 60%..90%

Output Redundant shut-off path with monitoring of one of 90%
the actuators either by logic or by test equipment

General Fault Detection by process 0%..99% (not alone for
PL e
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Valori legati al DC

Table 6 — Diagnostic coverage (DC)

Denotation of DC Range of DC
None DC <60 %
Lowy 60 % = DC < 90 %
Medium 90 % =DC < 99 %

NOTE For SRP/CS consisting of several parts an average value DC,,g for
DC is used in this standard in Figure 5, Clause 6 and E.2.

DC =  alto"
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Aspetti legati alla resistenza

PL
Performance Levs

»

DC

STRUTTURA
AFFIDABILITA 3
DIAGNOSTICA
RESISTENZA
PROCESSO

ategori '
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Cause comuni di guasto

Categoria 3, 4

E Monitoring
|1 ;;%; L1 Output ) 01
Signal

<«
[
I 2 ;5%; L2 Output 02

,Guasto che causa guasti contemporanei su due o piu canali
In un sottoinsieme multicanale”
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Misure contro CCF

Table I.1 - Estimation of the measures

against CCF
Item Max. Score
Separation / segregation 15
Diversity 20
Design / application / experience 20
Assessment / analysis 5
Competence / training 5
Environmental 25
Other influences 10

Totale 100

Score =2 65
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CCF - Tabella

Table 1.1 — Estimation of the measures against CCF for example B

Score for control Maximum
No. |ltem A .
circuit possible score
1 Separation/segregation
Physical separation bebwean signal paths I | 14
2 Diversity
Different technologies/design or physical principles are used I |2'D
3 Designiapplication/expenence
3.1 |Protecton against over—voltage, over—pressure, over— 15
current, ete.
3.2 | Components used are well-tried 5
4 Assessment/analysis
Are the results of a faillure mode and effect analysis taken ]
inta account to avaid common cause failures in design.
5 Competence/ training
Are designers been frained to understand the causes and 3
consequences of common cause failures
6 Envirenmental
6.1 |Prevention of contamination and  electromagnetic 25
compabibility (EMC)} against CCF in accordance with
appropriate standards
6.2 | Hher Influences 10
Are  the reguirements for ammunty 1o all  relevant
environmental influences such as, temperature, shock,
vibration, humidity (e.g. as specihed in relevant standards)
considered
Total max. 100
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PL per un SRP/CS

a
AN 0 dessssssasasfEnmsmnslacassasasasasasansnnnanannnn
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[
f. . | MTTF, = medio

e

| D MTTF, = alto

Be . O 0
Categoria B 1

basso
-

medio
_J

~

2
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\—

medio alto
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Performance level

[ MTTF, = low

Performance Level (PL)

Categoria 3/4

DCayq O

Category B 1 2 3

Table 1.1 — Estimation of the measures against CCF for example B

Score for control
circuit

Maximum
possible score

1 |Separationisegregation
M | | Fd = 100a Physical separation between signal paths |15 ||5

No. |item

2 |Diversity
Different technologies/design or physical principles are used | 20 |20
Design/applicationiexperience
3.1 |Protection against over—voltage, over—pressure, over—|none 15
current, etc. 15
3.2 |Components used are well-tried 5 5 5
Assessmentianalysis
Table 6 — Diagnostic coverage (DC) Are the resulls of a failure mode and effect analysis taken|5 5 5
into account to avoid commen cause fallures in design.
- s |Competence traini
Denotation of DC Range of DC La =
Are designers been frained to understand the causes and |none 5
. . N DC <60 % consequences of common cause failures | 5 |
Table 5 — Mean time to dangerous failure of each channel (MTTFy) one o 3 -
- % < 5
Denotation of MTTF,4 of each channel Range of MTTFy4 of each channel Low 60 % = DC <90 % 61 |Prevention ~of confamination and electiomagnetic|25 55 2
(EMC) against CCF in accordance with
appropriate standards
Low 3 years £ MTTFq < 10 years ki
62 |other Infuences 10 9 10
M R e e Are the requirements for immunity to all relevant
Ao i infl such as, e, shock,
& 30 years = MTTF, = 100 years. ] vibration, humidity (e.g. @s specified in relevant standards]
. considered
Total B0 max. 100
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Circuito di stop di sicurezza

SRP/CS 1 ERRICS)2 SRP/CS 3

1 mol —H I 101
‘ ‘m.
—C Cat@ PL ,,e“—'_"Cat 4P ;-:,’e“—'—’
> Lo -
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Processo di progettazione

aegorl l

PL
Performance Level

-~

DC CCF erific

o

STRUTTURA
AFFIDABILITA 3
DIAGNOSTICA
RESISTENZA

O
)
%)
LL
Q
Q
o
o
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Riduzione del rischio

Analisi del rischio

Determinare il PLr '

P
<«

\ 4

Realizzazione tecnica della S

Valutazione del PL

Verifica del PL

Validazione della SF

FEDERAZIONE NAZIONALE H
IMPRESE ELETTROTECNICHE W AssoAutomazione
LeDERAZIONE ED ELETTRONICHE T Associazione Italiana
DAL 184S IL UALORE DELLINNOUAZIONE Automazione e Misura




Validazione e manutenzione

La validazione serve a dimostrare che la combinazione dei vari SRP/CS
che provvedono ad ogni funzione di sicurezza, e in accordo con tutte le
richieste di questo standard

Manutenzione preventiva o correttiva, possono essere necessarie per
mantenere le performance specificate per le parti relative alla sicurezza.
Le informazioni per I'uso degli SRP/CS, devono contenere le istruzioni
per la manutenzione (compresa l'ispezione periodica)
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Livello di sicurezza raggiun

Livello di sicurezza richiesto PL Livello raggiunto PL

PL(low) | n (low)

o
—

(@ (2fo [O]|w |

I
V
!QQ.OOUUQJQJI
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Rappresentazione numeri

Average probabm:y of a dangerous failure per hour [1/h] and corresponding performance level (PL)

MTTF, for each catB PL| Cat1 PL| cCat2 PL| Cat2 PL| Cat.3 PL Cat. 3 PL| Cat4 PL
channel DCog = DCg = DC.yp = DCog = DCovg = DCuyp = DCoy =

y none nene low medium low medium high
3 380x10° a 256x10° a [199x10° a [126x10° a | 609x10° b
33 346 x10°  a 233x10° a [1.79%x10° a [113x10° a | 541x10° b
36 317 x10°  a 213x10° a |1682x10° a |[1,03x10° a | 486x10° b
39 293x10°  a 195x10° a [148x10° a |937x10° b | 440x10° b
43 265x10° a 176%10° a |133x10° a [839x10° b | 389x10° b
47 243x10° a 160%107 a |120x10° a |758x10° b | 348x10° b
51 224x10° a 147x10° a |[110x10° a [691x10° b | 315x10° b
56 204x10°  a 133x10° a [987x10° b |621x10° b | 280x10° ¢
6,2 1,84x10°  a 119%10° a |880x10° b |553x10° b | 247x10° ¢
6,8 168x10° a 108x10° a [793x10° b |498x10° b | 220x10° ¢
75 152x10° a 975x10° b |710x10° b [445x10° b [ 195x10% ¢
82 1,39x10° a BE7x10° b [643x10° b [4,02x10° b | 174x10% ¢
9,1 125x10° a 794x10° b [571x10° b [357x10° b | 153x107 ¢

10 1,14 x10°  a 718x%10° b |514x10° b [321x10° b | 136x10° ¢

11 104x10° a 644x10° b |453x10° b [281x10° ¢ | 118x10° ¢

12 951x10° b 584x10° b |404x10° b |249x10° ¢ [ 104%x10° ¢

13 878x10° b 533x10% b [2384x10° b [223x10° ¢ | 921x107 d

15 761x10° b 453x10° b [301x10° b |182x10° ¢ | 744x107 d

16 7.13x10° b 421x10° b [277x10° ¢ [167x10° ¢ | 676x107 d

Average probabm:y of a dangerous failure per hour [1/h] and corresponding performance level (PL)

MTTF, for each CatB PL| Cat1 PL| Cat2 PL| Cat2 PL| Cat3 PL Cat. 3 PL | Cat.4 PL
channel DCoy = DCu = DCoy = DC,y = DC,yp = DCyp = DCuyy =

y none none low medium low medium high
18 6,34x10° b 388x10° b [237x10° ¢ [141x10° ¢ | 567%107 d

20 571x10° b 326x10° b |206x10° ¢ |[122x10° ¢ | 485x107 d

2 519x10° b 293x10° ¢ [182x10° ¢ [1,07x10% ¢ | 421x107 d

24 476x10° b 265%10° ¢ |162x10° ¢ |947x107 d | 370x107 d

27 423x10° b 232%10° ¢ [133x10° ¢ |804x107 d | 310x107 4

30 380x10° b |206x10° ¢ [121x10° ¢ |694x107 d | 285x107 d [954x10° e
33 346x10° b |185x10° ¢ [1,06x10° ¢ [594x107 d | 230%107 d [857x10° e
36 317x10° b [167x10° ¢ [939x107 d [516x107 d | 201x107 d [777x10° e
39 293x10° ¢ [153x10° ¢ [B40x107 d |453x107 d | 178x107 d |[711x10° e
43 265x10° ¢ |137x10° ¢ [734x107 d |387x107 d | 154x107 d |[637x10° e
47 243x10° ¢ [1,24x10° ¢ [649x107 d [335x107 d | 1,34x107 d [576x10° e
51 224x10° ¢ [113x10° ¢ [580x107 d [293x107 d | 119x107 d |[526x10° e
56 204x10° ¢ [1,02x10° ¢ [510x107 d |252x107 d | 103x107 d |473x10° e
82 184x10° ¢ [908x107 d [443x107 d [213x107 d | 884x10° e |422x10° e
68 168x10° ¢ |817x107 d [390x107 d |1,84x107 d | 7,88x10° e |380x10° e
75 152x10° ¢ |731x107 d |340x107 d [157x107 d | 682x10° e |341x10° e
82 130x10° ¢ [661x107 d [301x107 d [1,36x107 d | 579x10° e |308x10° e
91 126x10° ¢ |588x107 d |261x107 d [114x107 d | 494x107 e [274x10° e
100 114x10° ¢ [528x107 d [229x107 d [101x107 d | 429x10° e |247x10° e
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Relazione PFHy - PL/SIL

Probabilita di guasto pericoloso per ora

104 10 10° 1077 108

- / /] 3°10° g / /
so13849-1 I a T ptc ! g I ¢ |1

ischi ! / . ﬂ ischi
Rischio basso Rischio alto
/ / / / /

SIL / / / / /
IEC 61508 J non coperta 1 / 2 / 3 /
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Identlflcare Ia funzione di S|cure
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Funzione di controllo relativa alla sicurezza

SRCF:

Il movimento del cilidro deve essere

fermato quando il campo protetto

della barriera viene infranto
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Processo di riduzione del riS

Risk

assessment

Risk No ol
reduction No 0
by estimation
o
r - . . YCS - I NN I BN BN DN B D B D B B S e .
' :
| Risk estimation for
i SIL assignment |
0 |
I |
i . l
|
| Factors No SIL assigned to I
| changed —_— SRCF
I Ves by the I
e SRCF? I
| o
I |

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
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Stima del rischio

Risk related to the - Severity of the possible harm and Probablll';i;tfr?;;:rrence of

]

identified hazard

* Frequenza e durata dell‘esposizione (Fr)

* Probabilita dell'accadere di un evento pericoloso (Pr)

* Probabilita di evitare o limitare il danno (Av)
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Assegnazione del Sl

SIL assignment and safety measures

Document No.:

Part of:
Product:
Issued: Pre risk assessment
verified: Intermediate risk assessment
Date: Follow up risk assessment

Black area - Safety meaglires required
Grey arey - Safety measjfes recommended

Consequences Severity Class Cl Frequency, Fr. Probability of | Awoidance,
Se 5-7 (duration > 10min) | hzrd. Event, Pr Av
Death, losing an eye or an arm 4 SIL2 SIL2 SIL2 Si3, <1 hour 5| Common |5
Permanent, losing fingers 3 5 >1hr - <lday | 5 Likely 4
Re\ersible, medical attention 2 S|l > 1day - <2wks| 4| Possible | 3| Impossible | 5
Reersible, first aid 1 >2wks - <1yr| 3 Rarely 2| Possible | 3
> 1 year 2 | Negligible | 1 Likely 1
Ser. | Hzd. Hazard Se Fr Pr Av Cl Safety measure RR
No. | No
L Avvicinamento-del -battente — - o) Stop-del-cilindro
V|V =
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Funzione di controllo relativa alla sicurezza

SRCF:

Il movimento del cilidro deve essere

fermato quando il campo protetto

della barriera viene infranto

Livello di sicurezza richiesto: SIL 2
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Determinare Il SIL per lo SR

SIL
Safety Integrity Level

HFT PFHDI C/SFICCF

erific

STRUTTURA
AFFIDABILITA
DIAGNOSTICA
RESISTENZA
PROCESSO
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Aspetti strutturall

SIL
Safety Integrity Level

DC/SFE

PFHy CCF

STRUTTURA
AFFIDABILITA
DIAGNOSTICA
RESISTENZA
PROCESSO
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Divisione In blocchi funzio

FB 1 FB 2 FB 3
QlSpOSltlvo | Logica di d  Attuatore
di controllo controllo
Fisico elettrico elettrico Fisico

Il piti piccolo elemento di un SRCF, dove un guasto puo
causare la perdita della funzione di sicurezza®“
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Definire 1 sottosistemi

SS1

Barriera

SS2

ottica

PLC

| di sicurezza

SS 3

Valvola F—
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Elementi del sottosistem

HFT = 0 HFT = 1

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

......................................................... . Subsystem
: < | element 1:
8 Subsystem Subsystem Ao1
. element1: [T 7777 element n: C(_)mmon cause
L Y Aon failure:
g Subsystem A : : B
......................................................... ¢+ | Subsystem
—~ | element 2:
Ap2 .
Subsystem B ¢
Subsystem C :
: Subsystem Subsystem : ......................................................
. element1: [T T T TT element n: s : ubever
: | A DC Aon, DC : __: | Subsystem |
e o 5 < | element 1:
Ap1, DCy
Diagnostic function(s) . : Common cause
5 g . ) . failure:
......................................................... . Diagnostics B
Subsystem
— . | element 2: m
Ap2, DC; g
Subsystem D

,Parte di un sottosistema, comprensivo di un singolo componente
0 ogni gruppo di componenti*

AssoAutomazione

Associazione Italiana
Automazione e Misura
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Architectural requirements

-
— "
> > e = —
o2 oo P “‘I
e *\\\‘ --.l,ll
Q Ay
..g‘"‘

SIL richiesto =2 SIL richiesto =2 SIL richiesto =2

,Ogni sottosistema deve essere conforme al SIL dichiarato
per il completo SRCF*
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Aspetti di affidabilita

SIL
ety Integrity Level

CCF' erific

DC/SFE

STRUTTURA
AFFIDABILITA
DIAGNOSTICA
RESISTENZA
PROCESSO
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Probabilita di guasti ,casua
pericolosi

Probabilita di guasti
SIL : :
pericolosi per ora [1/h]
1 10° < PFHp < 10°
2 10" < PFHp < 10°
3 10° < PFHp <10

PFH, = PFHy, + ... + PFHp, + PFH .
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HW safety integrity requiremen

PFHp,

v
v

PFHp; + PFHp, + PFHp, < 10°
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Aspettl di diagnostica

erific

HFT

STRUTTURA
AFFIDABILITA
DIAGNOSTICA
RESISTENZA
PROCESSO
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Diagnostic coverage

Aoy Percentuale di guasti pericolosi non rilevati

Ap Percentuale di guasti pericolosi

N

App Percentuale di guasti pericolosi rilevati

_ hw <
o B
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Safe failure fraction

7o

SFF = (Z?LS'F Z}LDD) / (27\‘8+ Z?LD)
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Differenza di calcolo DC e SFF

DC = 0%
SFF = 50%
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Differenza di calcolo DC e SFF

DC = 50%
SFF = 75%
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Differenza di calcolo DC e SFF 3

DC = 90%
SFF = 95%
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Restrizioni dell‘architettura

Safe Failure Fraction HardV\c/)are Fault ToI(:aLrance
< 60% -- SIL1
60% - < 90% SIL1 SIL2
90% - < 99% SIL2 SIL3
> 99% SIL3 SIL3

I SIL Raggiunto dallo SRECS in accordo con le restrizioni dell‘architettura,
e minore od uguale al SILCL di ogni sottosistema coinvolto
nelle performance del SRCF*

ANIE D esons, () AssoAutomatzione
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Hardware safety integrity - Targe

Hardware Fault Tolerance
1

©90% SIL2
90% - < 99% . SIL2 3 SIL3
el

29090 W SIL3

SILCL 2 SILCL 2 SIS eI

ANIE D esons, () AssoAutomazione
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| modi di guasto della valvola

Table D.1 = Examples of the failure mode ratios for electrical/electronic

components

Component

Failure mode

Typical failure

mode ratios
fo

Solenoid valve Does not energize =)
Does not de-energize s
Change of switching times 5
Leskage 65

Oither failure modes (sse Note 4)

posittion);

- spontanecus change of the inr

MOTE 4 Other failure modes that apply to 3 solencid valve include:

- change in the leakage flow raleceserorargpormeaoramre,

Failure mode/mechanism distribufions FMD-91. RAC 1891

- non-gwitching (sticking in the pedcr socc sacifionl s lososmalato casitabioa (glicking in a random intermsadiate

= bursting of the valve housing or breaskage of the moving component{s) as well g5 breskage/fracture of the
mounting or housing screws,

- pneumatic/hydraulic faults which cause uncontrolled behaviour for servo and proportional valves.
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Hardware safety integrity -
Risultato

HFET
;E | 1 2
;| Sl | SIL2
J SIL2 | SIL3
< SIL3 | SIL3
= 99% SIL3 | SIL3 | SIL3
FEDERAZIONE NAZIONALE w AssoAutomazione
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Sottosistemi a bassa complessita

Hardware Fault Tolerance
0 1
SIL1

Safe Failure Fraction

< 60%
? 60% - < 90%
90% - < 99%
2 99%

,Collegare in parallelo due sottosistemi a bassa complessita,
entrambi rispondenti alle richieste dell‘architettura per SIL1 “
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Aspetti di resistenza

H FT'

SIL
Safety Integrity Le =

I C/SF I

PFH CCR

STRUTTURA
AFFIDABILITA
DIAGNOSTICA
RESISTENZA
PROCESSO
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Causa di guasto comune

. Subsystem
. element 1:
)\Dl
Common cause
failure:
B
* | Subsystem
v | element 2:
Ap2 .
Subsystem B

,Guasto che causa guasti contemporanei su due o piu canali
In un sottoinsieme multicanale”
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Misure contro CCF

Table F.1 - Criteria for estimation of CCF Table F.2 - Estimation of CCF factor ([3)
Item Max. Score

Separation / segregation 25 Overall score CCF factor (R)
Diversity / redundancy 38 <35 10%
Complexity / design / application 2 35 + 65 5%
Assessment / analysis 18 65 + 85 2%
Competence / training 4 85 + 100 1%
Environmental control 18

,L‘allegato F fornisce un approccio semplice per il calcolo del CCF*
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Tabella CCF

Table F.1 — Criteria for estimation of CCF

Item Reference Score

Separation/segregation

Are SRECS signal cables for the individual channels routed separately from other 5
channels at all positions or sufficiently shielded?

Where information encoding/decoding is used, is it sufficient for the detection of signal 10
transmission errors?

Are SRECS signal and electrical energy power cables separate at all positions or 5
sufficiently shielded?

If subsystem elements can contribute to a CCF, are they provided as physically 5
separate devices in their local enclosures?

Diversity/redundancy

Does the subsystem employ different electrical technologies for example, one 8
electronic or programmable electronic and the other an electromechanical relay?

Does the subsystem employ elements that use different physical principles (e.g. 10
sensing elements at a guard door that use mechanical and magnetic sensing
techniques)?

Does the subsystem employ elements with temporal differences in functional operation 10
and/or failure modes?

Do the subsystem elements have a diagnostic test interval of <1 min? 10

Complexity/design/application

Is cross-connection between channels of the subsystem prevented with the exception 2
of that used for diagnostic testing purposes?

Assessment/analysis

Have the results of the failure modes and effects analysis been examined to establish 9
sources of common cause failure and have predetermined sources of common cause
failure been eliminated by design?

Are field failures analysed with feedback into the design? 9

Competence/training

Do subsystem designers understand the causes and consequences of common cause 4
failures?

Environmental control

Are the subsystem elements likely to operate always within the range of temperature, 9
humidity, corrosion, dust, vibration, etc. over which it has been tested, without the use
of external environmental control?

Is the subsystem immune to adverse influences from electromagnetic interference up 9
to and including the limits specified in Annex E?

NOTE An alternative item (e.g. references 1a and 1b) is given in Table F.1 where it is intended that a claim can
be made for a contribution towards avoidance of CCF from only the most relevant item.
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Calcolo del PFHp

. | Subsystem
+ | element 1: .
& Ap1 5
. Common cause :
. failure: .
. B :
* | Subsystem ;
— % | element 2: .
s | Ao :
- Subsystem B ¢

Table F.2 - Estimation of CCF factor ( B)

PFH, = :8[(/]D1 +/]D2)/2[]/h
=B /A D\ I/
=5%[30%[D1[C/B1001h
=5%[30%[D1[2C/B10, Oh
_ 005[D3[D1[2 [60'h h

20.000000

PFHp = 9,0 -10°

CONFINDUSTRIA

Associazione Italiana

Overall score CCF factor ( B)
<35 10%
i ISO 13849:
:3 5~ 65 5% =y B10,, = 20.000.000 Switching cycles
~ OJ 270
85 + 100 1% Assumption:
C =60
ANIE emnisons, () AssoAutomazione
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Aspettl di processo

H FTl

SIL
Safety Integrity Level

DC/SFE

PFHp CCF erific

STRUTTURA
AFFIDABILITA
DIAGNOSTICA
RESISTANCE
PROCESSO
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Safety related control function

b=

=y

—_—

. =
-

~

e

PFH, = 2,5-108 PFH,=8,0-10° PFH,=9,0 -109

2 PFHp =4,2:108 < 106
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Hardware safety integri

g

.
Safe FaiIuFé“ tion. Hardvx(/)are Fault Tolirance
J— < 60% -
: SIL1 sz %
SIL2 D el
SIL3 SIL3

2 PFHp =4,2:108 < 106

FEDERAZIONE NAZIONALE H
AN’E IMPRESE ELETTROTECNICHE W AssoAutomazione
ol EREERRONIERE CONFINDUSTRIA Associazione Italiana

DAL 184S IL URLORE DELLINNDOUAZIDNE Automazione e Misura




Misure contro | guasti sistematici
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Misure contro | guasti sistemati

Per il controllo dei guasti sistematici, le seguenti misure devo essere
applicate:

individuazione dei guasti con monitoraggio on-line;

. test, tramite comparazione, dell* hardware ridondante;
operare in logica positiva (es. Un interruttore di posizione e premuto con
protezione aperta);

sovradimensionare con un fattore adatto, quando il produttore puo
dimostrare che questo aumenta l‘affidabilita.
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Hardware safety integrity

17 48 19 20 21 22 23 24

A

Con la diagnostica !

%

W

g

0580 WEs 0890 AES

q"‘t - -
Safe Failuré‘\!ggw Hardware Fault Tolerance
‘ - .

1

SIL1

25 6 27 28 29 30 3 %

SIL2 { sSIL3

2 PFHp = 4,2:108 < 107
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L‘importanza dell'informazione
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