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Smart Factory Concept 

Industry 4.0 paradigm is 
a way of automation 
and data exchange in 

manufacturing 
technologies including  
IOT, Cloud Computing 

and Cyber-phisical 
systems 

Safety and Cyber Security 



Packaging Application 

All-in-one solution  
integrating logic, motion 

robot  and external 
devices for tracking  



The evolution of robotics 

…from single robotic cell to 
integrated, safe and 
complete solutions 

The most important challanges:  
•  Sharing the workspace with human beings mantaining 

unchanged the productivity at the end of line. 
• Exchange of large quantity data with the external. 
• Fitting with critical working environmental  
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The evolution of robotics 

Create  different working areas with safe different 
speedm; limiting the action areas using virtual safety 
planes ; torque control on every single joint   are the 

secrets to allow  industrial standard robots a 
collaborative approach. 

Pure collaborative robotics can be an opening door 
for new application fields, sometimes very far from 

original uses 



Critical Environments 

Certifications and compliance with the  
international standard means that robot must 
to change skin to be resistant to corrosive 
agents  (Ex. H2O2) 

What means complaince with standard? 

 Special coating of the surface 
 Stainless steel joints 
 Seals  resistant to chemical  agents 
 Special shape of the screws  avoiding 

accumulation of contaminated meterials 



https://ics-radar.shodan.io/ 

Industrial Security – prerequisite for Digitalization 

• Total Connectivity : every real component 

has a digital twin in the IIoT  every 

component, every production- and network-

level is connected and needs to 

communicate. 

• Big data: transfer and storage of all machine 

and plant data – real-time, process data, 

diagnostics, quality data, IT data. 

• Use of open Standards: required for a 

barrier-free data exchange  

But these Trends increase also the vulnerability of production plants against cyber 

attacks and require effective and suitable security concepts and measures. 
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Cyber vulnerabilities 

BSI1: Top 10 threats for Industrial Control Systems (ICS) - 2016 

1. Social engineering and phising2 

2. Introduction of malware via removable media and external 
hardware 

3. Malware infection via the Internet and Intranet 

4. Intrusion via remote access 

5. Human error and sabotage 

6. Control components connected to the Internet 

7. Technical malfunctions and force majeure 

8. Compromising of extranet and cloud components 

9. (Distributed) denial-of-service ((D)DOS) attacks 

10. Compromising of smartphones in the production environment 

1 German Federal Office for Information Security 

2 New 

Source: BSI analysis on cyber security 2016 
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“Defense in Depth” 

Industrial Security Standard ISA 99 / IEC 62443 

Network security 

Plant security 

System integrity 



Critical Environments 



PL  PFHd  SIL 



Dependency between MTTF, MTTFD, FIT, DC and PFHD 

Environments 



Explanation of terms MTTF, MTTFD, FIT, DC and PFHD 
 



Protection Level  

(PL) 
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Security Level 

PL 2 

PL 3 

PL 4 

PL 1 

• Based on IEC 62443-2-4  

and ISO27001 

• Maturity Level 1 - 4 

 

Security process Security functions 
• Based on IEC 62443-3-3 

• Security Level 1 - 4 

 

 

Protection Levels are 
the key criteria and 
cover security 
functionalities  
and processes 

Security And Safety 


