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The transition from closed networks to the Internet is
accelerating, raising a growing security alert.
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© L ¢ 92% of the italians company have to admit they received a
4 ® o cyber attack during the last year.
/ T . St is estimated that ltaly suffered damages in 2017 of 10

° billion euros as a result of cybercriminal activities
@)
62% percent of the attacks in Italy resulted

in damages of more than 80,000 euros.

There are two types of companies: those who have been hacked,
and those who don'’t yet know they have been hacked.
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What is Cybersecurity?

Does everybody have a Personal Computer Right?
Especially in the Companies Right?

Do you wanna see how easily gain access to sensistive information?
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Needs to interact with the customer by sharing commercial documents

What's the normal employees answer today?
No, | can’t
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Many peoples and Companies have known this for years...
: You never do this...Than...The Issue is Fixed?

Absolutly not... You have to think about how the
Hackers «Evolve» in their trade craft...

Here a simple example... A

Employ or Manager needs a new smartphone
The Hacker known this needed by a dedicated work he’s doing from days

&...He prepare a special package, for them.. with the new Phone...
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Plugged in for a normal smartphone recharge...

Insert Delote

Jackspace
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lan-Do-Check-Act (PDCA) * |dentify risk
 Assessing risks
* Derive measurements

 Plan your deployment

« Continuous
improvement

* Monitoring and
testing
» Audit
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. DESIGN - IEC62443 3-3 Where Are You Today?

What is your Target Security Level?

Protect Against Intentional Unauthorized Access Using Sophisticated Means with Extend
Resources, IACS specific Skills & High Motivation — Nation-state

Security Level 4

Protect Against Intentional Unauthorized Access Using Sophisticated Skills with
Moderate Resources, IACS specific skills & Moderate Motivation — Cyber Terrorism
Security Level 3

Protect Against Intentional Unauthorized Access Using Simple Means with Low
Resources, Generic Skills, & Low Motivation — Cyber Crime, Hackers

Security Level 2

Protect Against Casual or Incidental Unauthorized Access —
Employee Error
Security Level 1




® n|ANIE
o Oe o 4 JAUTOMAZIONE
I o

Cybersecurity standards for IACS

Cybersecurity standards provide:

= Common language and terminology in the industrial sector
= A standardized methodology
= Guidance on how to answer questions like:
= Whatis my current risk?
= What would be a more acceptable level of risk for my company?

= How can | get to this more acceptable level?
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