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7 Produktionsstandorte

20 Tochtergesellschaften

Mehr als 50 Handelsvertretungen
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Regulations

A “Regulation" is a binding legislative act. It must be applied in its entirety across the E.U. 

Directives

A “Directive" is a legislative act that sets out a goal that all EU countries must achieve. However, it is up 

to the individual countries to devise their own laws on how to reach these goals. 



The safety result, during the use of work equipment, depends on a combination of factors that are 

CLEARLY EXPRESSED ABOVE
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Machinery Directive 2006/42/CE

Bullet point: Essential Health and Safety Requirements (E.H.S.R.)

(mandatory)

Objectives:  

- Free circulation of goods

- The same Safety requirements for machinery in all Member States

- A high level of safety



For CE marking: 

 Declaration of Conformity

 Technical File

 Instruction Manual

https://ec.europa.eu/docsroom/documents/38022

Guide to application of the Machinery Directive 2006/42/EC - Edition 2.2 
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 Electromagnetic Compatibility Directive (EMC): 2014/30/EU
Guide available: https://ec.europa.eu/docsroom/documents/33601

 Radio Equipment Directive (RED): 2014/53/EU
Guide available: http://ec.europa.eu/docsroom/documents/23321

 Low Voltage Directive (LVD) : 2014/35/EU
Ensures that electrical equipment within certain voltage limits provides
a high level of protection for European citizens

 ATEX Directive 2014/34/EU: for explosive atmospheres

and more…
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International Europe Italy

Electrical

All others

Institutes for Technical Standards (voluntary)
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Type A

EN ISO 12100 

Type B1

EN ISO 13849-1

EN ISO 13857  

Type B2

EN ISO 13850                            

EN ISO 14119

Type C 

EN ISO 10218-1  EN ISO 10218-2  

Standards Hierarchy
(most published on official EU Journal and therefore harmonized)

 Type A: basic standards

 Type B: safety standards
B1 safety aspects
B2 protective devices

 Type C: standards for machine typologies
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 ISO/TR 22100-1:2021 Safety of machinery - Relationship with ISO 12100 - Part 1: How ISO 12100 
relates to type-B and type-C standards

Provides assistance to the designer/manufacturer of machinery and related components as to

how the system of existing type-A, type-B and type-C machinery safety standards should be applied in

order to design a machine to achieve a level of tolerable risk by adequate risk reduction.

TR are important documents, but are no standards and are no harmonized, contain examples

No Presumption of Conformity
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More on the topic “Information for use”
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 EN ISO 20607:2019       Safety of machinery - Instruction handbook - General drafting principles

 IEC/IEEE 82079-1:2019 Preparation of information for use (instructions for use) of products - Part 1:

Principles and general requirements

 UNI 10653:2003             Technical documentation - Quality Of Product Technical Documentation

 UNI 11083:2003             Technical documentation – Guidelines for the preparation of useful 

documents for instruction and training in the use of goods

 UNI/TS 11192:2006        Product Technical Documentation - Guidelines for classification

 UNI ISO 15226:2007      Technical product documentation - Life cycle model and allocation of 

documents

Safety & Security



Focus on measures required to minimize defeat possibilities

It is addressed to devices and machinery manufacturers
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 EN ISO 14119: Safety of machinery - Interlocking devices associated with guards - Principles for design

and selection

Type B2 Standard
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 EN ISO 14120: Safety of machinery - Guards - General requirements for the design and construction of

fixed and movable guards

Type B2 Standard

 EN ISO 13857: Safety of machinery - Safety distances to prevent hazard zones being reached by upper

and lower limbs

Type B1 Standard

Machine protective structures must be positioned with safety distances as indicated in 

EN ISO 13857
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 EN IEC 62046:2018 Application of protective equipment to detect the presence of persons

This standard covers the application of electro-sensitive protective equipment (ESPE) specified in  

IEC 61496 (all parts) and pressure sensitive mats and floors specified in ISO 13856-1
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 IEC 61496-3:2018 Safety of machinery - Electro-sensitive protective equipment - Part 3: 

Particular requirements for Active Opto-electronic Protective Devices responsive to Diffuse 

Reflection(AOPDDR)



 IEC 60204-1:2018 Safety of machinery - Electrical equipment of machines - Part 1: General 

requirements

Applies to electrical, electronic and programmable electronic equipment and systems to machines not

portable by hand while working, including a group of machines working together in a co-ordinated

manner.

 IEC 61439-1:2020 Low-voltage switchgear and controlgear assemblies - Part 1: General rules

 IEC 61439-2:2020 Low-voltage switchgear and controlgear assemblies - Part 2: Power switchgear and 

controlgear assemblies

 ATTENTION: PARTIAL OVERLAP
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MAIN STANDARDS ON MACHINERY SAFETY CONTROL SYSTEM

 IEC 61511-1:2016+AMD1:2017 CSV Functional safety - Safety instrumented systems for the process 

industry sector - Part 1: Framework, definitions, system, hardware and application programming 

requirements

 IEC 61508 (Parts 1 to 7) Functional safety of electrical/electronic/programmable electronic safety-

related systems 

 IEC 62061:2021 Safety of machinery - Functional safety of safety-related electrical, electronic and 

programmable control systems
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MAIN STANDARDS ON MACHINERY SAFETY CONTROL SYSTEM

 ISO 13849-1:2015 Safety of machinery - Safety-related parts of control systems - Part 1: General 

principles for design

 ISO 13849-2:2012 Safety of machinery - Safety-related parts of control systems - Part 2: Validation

 ISO 12100:2010 Safety of machinery - General principles for design - Risk assessment and risk 

reduction

Note: Project  ISO/IEC 17305 ED1 Safety of machinery - Safety functions of control systems 

has been discontinued
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MAIN STANDARDS ON MACHINERY SAFETY CONTROL SYSTEM

 IEC TS 62988-1:2019 Safety of machinery - Safety-related sensors used for the protection of persons

 IEC 61496 (series) Safety of machinery - Electro-sensitive protective equipment

 IEC 62745:2O17 Safety of machinery - Requirements for cableless control systems of machinery 
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see also SUVA if you are operating in Switzerland

see also D.lgs. 81/2008 and INAIL if you are operating 
in Italy
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CH - SPECIFIC CONTENT
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CH - SPECIFIC CONTENT
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SOME HINTS ON CYBERSECURITY
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https://www.industrie2025.ch/angebote/workshops/cybersecurity
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Draft new machine regulation

CONFORMITY OF THE MACHINERY 

Article 17 

Presumption of conformity of machinery products 1. ….

……

5. Machinery products that have been certified or for which a statement of conformity has been issued

under a cybersecurity scheme adopted in accordance with Regulation (EU) 2019/881 and the

references of which have been published in the Official Journal of the European Union shall be

presumed to be in conformity with the essential health and safety requirements set out in Annex III,

sections 1.1.9 and 1.2.1, as regards protection against corruption and safety and reliability of control

systems in so far as those requirements are covered by the cybersecurity certificate or statement of

conformity or parts thereof.
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Draft 

REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on machinery products

E.H.S.R. 1.1.9 - Protection against corruption 

 The machinery product shall be designed and constructed so that the connection to it of another 

device, via any feature of the connected device itself or via any remote device that communicates 

with the machinery product does not lead to a hazardous situation.

 A hardware component for connection that is critical for the compliance of the machinery product 

with the relevant health and safety requirements shall be designed so that it is adequately protected 

against accidental or intentional corruption. The machinery product shall collect evidence of a 

legitimate or illegitimate intervention in the hardware component. 
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Draft 

REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on machinery products

E.H.S.R. 1.1.9 - Protection against corruption 

 Software and data that are critical for the compliance of the machinery product with the relevant 

health and safety requirements shall be identified as such and shall be adequately protected 

against accidental or intentional corruption. 

 The machinery product shall identify the software installed on it that is necessary for it to operate 

safely and shall be able to provide that information at all times in an easily accessible form. 

 The machinery product shall collect evidence of a legitimate or illegitimate intervention in the 

software or a modification of the software installed on the machinery product or its configuration. 
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Draft 

REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on machinery products

E.H.S.R. 1.2.1 - Protection against corruption 

Changes to the requirement

 Control systems shall be designed and constructed in such a way that: 

they can withstand, where appropriate to the circumstances and the risks, the intended operating

stresses and intended and unintended external influences, including malicious attempts from third

parties to create a hazardous situation;

 The safety functions cannot be changed beyond the limits defined by the manufacturer in the

machinery product risk assessment. 
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Draft 

REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on machinery products

E.H.S.R. 1.2.1 - Protection against corruption 

Changes to the requirement

 The tracing log of the data generated in relation to an intervention and of the versions of safety

software uploaded after the machinery product has been placed on the market or put into service,

is enabled for five years after such upload, exclusively to demonstrate the conformity of the

machinery product with this Annex further to a reasoned request from a competent national

authority;
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Draft
REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on machinery products

E.H.S.R. 1.2.1 - Protection against corruption 

Changes to the requirement

 Particular attention shall be given to the following points:
……
(c) modifications to the settings or rules, generated by the machinery product or by operators
covering also the learning phase, shall be prevented, where such modifications may lead to
hazardous situations;

……

For autonomous mobile machinery products, the control system shall be designed to perform the safety 
functions by itself as set out in this section, even when actions are ordered by using a remote 
supervisory function.



Safety: protects human from the machine

33

Safety & Security

EN ISO 13849-1

EN IEC 62061

EN ISO 11161

EN ISO 12100

IEC 62443              
(all parts)

ISO TR 22100-4

IEC TR 63074

ISO TR 22053

Security: protects machine from the human

Human & Machine: Safety & Security



MAIN STANDARDS ON IACS (INDUSTRIAL AUTOMATION CONTROL SYSTEM)

 IEC 62443-3-2:2020 Security for industrial automation and control systems - Part 3-2: Security risk 

assessment for system design

 IEC 62443-3-2:2013 Industrial communication networks - Network and system security - Part 3-3: 

System security requirements and security levels

 IEC TR 63074:2019 Safety of machinery - Security aspects related to functional safety of safety-

related control systems

 IEC TR 22100-4:2018 Safety of machinery - Relationship with ISO 12100 - Part 4: Guidance to 

machinery manufacturers for consideration of related IT-security (cyber security) aspects 34
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Primary aspect: Human’s Safety

Machinery Directive 
2006/42/CE

Secondary aspect: Data’s Security

WARNING:

a compromised parameter 

could become a SAFETY 

related problem

IEC 62443-2-4:2015 Security for industrial automation and control systems - Part 2-4: Security program
requirements for IACS service providers



ISO/TR 22053: Safety of machinery - Safeguarding supportive system

Safeguarding supportive system (SSS)

Complementary risk reduction/protective measure to enable mode selection by the use of authentication
means

Technical measure to minimize the probability of dangerous human errors
occurring
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ENISA (europa.eu)

As part of the EU Cybersecurity strategy the 
European Commission proposed the EU 
Network and Information Security directive.  
The NIS Directive (see EU 2016/1148) is the 
first piece of EU-wide cybersecurity legislation. 
The goal is to enhance cybersecurity across the 
EU.

European Union Agency for Cybersecurity 
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Convergence IT and OT threats
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Other sources

IEC 62443 series for Industrial 

Automation and Control Systems (IACS) 

builds on established Standards

e.g. ISO/IEC 27000 series 

ON SAFETY OF INFORMATIONS
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ISO/IEC 27001/2 key clauses 

= Unique Domains
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Cloud versions

 ISO/IEC 27017:2015 Information technology - Security techniques - Code of practice for information 

security controls based on ISO/IEC 27002 for cloud services
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THANKS !
Giovanni B. Lucido


